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Abstract

Asynchronous reactive systems form the basis of a wide rangeof software systems, for instance

in the telecommunications domain. It is highly desirable torigorously show that these systems are

correctly designed. However, traditional formal approaches to the verification of these systems are

often difficult because asynchronous reactive systems usually possess extremely large or even infinite

state spaces. We propose an Integer Linear Program (ILP) solving based property checking frame-

work that concentrates on the local analysis of the cyclic behavior of each individual component of

a system. We apply our framework to the checking of the bufferboundedness and livelock freedom

properties, both of which are undecidable for asynchronousreactive systems with an infinite state

space. We illustrate the application of the proposed checking methods to Promela, the input language

of the SPIN model checker. While the precision of our framework remains an issue, we propose

a counterexample guided abstraction refinement procedure based on the discovery of dependencies

among control flow cycles. We have implemented prototype tools with which we obtained promising

experimental results on real life system models.

Index Terms

Software Verification, Formal Methods, Property Checking,Integer Linear Programming, Static

Analysis, Abstraction, Refinement, Counterexamples, Asynchronous Communication, Buffer Bound-

edness, Livelock Freedom, Control Flow Cycles, Cycle Dependencies, UML, Promela

I. INTRODUCTION

A. Motivation

This paper aims to provide a scalable and efficient frameworkfor checking undecidable

properties for systems with a potentially infinite state space. We will also present a com-

prehensive implementation of the suggested verification approach in the form of a fully

automated software tool together with the practical evaluation of the tool.

A large number of distributed systems have their componentsphysically distributed among

different computers. The physical separation of components makes it impossible for compo-

nents to share memory. As a consequence, the only possible mechanism for inter-component

communication is through message sending and receiving over computer networks, which

in practice are often asynchronous. Examples of the considered class of systems include

communications systems, embedded software systems, and Internet-based systems, among

many other types of systems that we are using on a daily basis.A characteristic feature

of these systems is that they are mostly used to continuouslyserve requests from their
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environment rather than deliver some final computation results and then terminate. In this

paper we refer to this class of systems asasynchronous reactive systems. For such systems a

correct design is vital to providing services of high quality. This becomes even more important

when these systems perform safety-sensitive tasks, since their failure may cause tremendous

inconvenience, high costs, and a potential endangerment ofhuman lives. However, it is

extremely challenging to automatically check properties for asynchronous reactive systems

since they are usually very complex and possess very large oreven infinite state spaces. This

impedes the application of finite-state verification techniques, such as model checking [15].

We propose an automated but incomplete property checking framework for asynchronous

reactive systems based on property-specific abstractions,Integer Linear Program (ILP) solv-

ing and counterexample-guided abstraction refinement. Ourapproach avoids the exhaustive

enumeration of the global state space of a system and is capable of analyzing systems with

an infinite state space. We apply the framework to check two important properties, namely

buffer boundedness and livelock freedom. These two properties are of particular importance

to the design of asynchronous reactive systems: Buffer boundedness avoids buffer overflow

and the resulting loss of messages. In addition it helps to avail software models to finite

state verification. Livelock freedom assures that a software system always makes progress

and responds to its environment.

The checking methods that we devised within the framework are efficient and scale to

large software models, as both theoretical and experimental results show. This is owed to

the abstraction techniques that we use, which are focusing on the cyclic message passing

behavior of each component of a system. Our framework is inevitably incomplete since

the properties that we check are undecidable. As a consequence, our framework either

proves the satisfaction of a property, or returns an inconclusive verdict indicating that the

property may or may not be satisfied by the system that we analyze. This imprecision is

due to the potential coarseness of the abstractions that ourproperty checking framework

uses. To address this imprecision we have devised an automated counterexample guided

abstraction refinement procedure based on the discovery of dependencies among control flow

cycles. Cycle dependency discovery requires the analysis of program code, which is a costly

procedure with exponential complexity. However, once cycle dependencies are discovered,

they can be efficiently encoded into additional linear inequalities that may rule out certain

spurious behavior to refine the abstraction. Moreover, we design our verification methods in

such a way that the costly refinement procedure is called onlywhen needed, i.e., when a
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counterexample is found, and the refinement focuses on only those cycles that may contribute

to the potential property violation caused by the found counterexample. Finally, the resulting

cycle dependencies may remove a possibly infinite number of counterexamples that share the

same cause of spuriousness.

Our verification framework can be applied to any communicating finite state machine

based modeling languages, such as, for instance, Promela [38], SDL [26] and UML RT [66],

[67]. The application of the framework to a particular language may require devising code

abstraction techniques that are tailored to the syntactic characteristics of that language. In this

paper, we choose to use Promela to illustrate how automated code abstraction techniques are

devised. Promela is the input language for the SPIN model checker. Our choice of Promela

is motivated by convenience. For one thing, Promela possesses the salient features of many

concurrent modeling and programming languages, such as concurrency and message passing.

We therefore predict that the application of our method to other modeling languages for

asynchronous reactive systems will be straightforward. Notice that we disregard the syntactic

limitations that the SPIN system imposes to restrict Promela models to finite size, such as

finite buffer capacities. Hence, our models are not a priori finite state. Even though the

main objective of our paper is not to compete with model checking, by using Promela we

are able to compare the performance of our property checkingapproach with finite state

model checking, when applicable. Second, there are a large number of Promela models for

asynchronous reactive systems in the public domain [1], [2], [7], which permits us to perform

an extensive experimental evaluation. Finally, the SPIN tool environment provides us with

a convenient infrastructure for the Promela language. The availability of this infrastructure

greatly facilitates the implementation of our property checking framework.

We have implemented a fully automated prototype tool calledCiclo which we applied to

real life system models. TheCiclo tool checks both buffer boundedness and livelock freedom

for Promela models.

It should be noted that our checking methods can be used to analyze models where

synchronous communication and shared variables are also used besides asynchronous com-

munication. The behavioral constraints caused by synchronous communication and shared

variables are initially disregarded in the abstraction of amodel, and will be later considered

and analyzed during abstraction refinement.
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B. Related Work

To the best of our knowledge there are no other formal methodsthat can automatically

or efficiently check buffer boundedness and livelock freedom for infinite state systems, as

discussed in the following:

1) Formal Verification: Theorem proving based approaches [12] express the behaviorof

the considered system as axioms and the checked properties as formulas in a chosen logic

framework. The validation of the properties is then achieved through the construction of

proofs that the system behavior axioms entail the property formulas. For large complex

software systems, such an approach is often very expensive,demanding human intervention

that requires profound knowledge of logics.

On the contrary, explicit state model checking techniques [38] rely on the fully automated

exploration of the whole reachable global state space of a system in search for property

violation. Such an exhaustive approach suffers from the well-known state explosion problem.

Model checking techniques also become incomplete when applied to infinite state systems.

Many solutions have been proposed to address the state explosion problem, including most

notably symbolic model checking [53] and partial order reduction [59], among others.

2) ILP Based Verification:Verification techniques based on ILP solving have been pro-

posed in [18], [19], [27]. In these techniques, the control flow information of a system

is over-approximated by a set of integer linear equations called state equations. The state

equation based approach is mainly used for the verification of reachability properties for

synchronous systems, and in particular cannot check bufferboundedness. Moreover, when

checking liveness properties such as livelock freedom, this approach generates non-linear

inequalities. A solution to this nonlinearity problem is totransform non-linear inequalities

to linear ones by restricting the number of computation steps of a system. This, however,

can only prove the satisfaction of the property within a certain finite number of computation

steps [19].

3) Formal Verification of Infinite State Systems:An asynchronous reactive system may be

an infinite state system. The verification problems of various infinite state system modeling

formalisms have been studied, including Communicating Finite State Machines (CFSMs)

[13], counter machines [39], and Petri nets [28], among others. Many checking problems are

decidable only for subclasses of these formalisms [31].

4) Buffer Boundedness Analysis:[13], [29], [30], [32], [35], [36], [41], [43], [64] can

determine buffer boundedness for some subclasses of CFSM systems. However, these sub-
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classes are very restrictive and thus often not useful in practice. [60] describes a semi-complete

boundedness checking algorithm for general CFSM systems, which will never terminate on

an unbounded system and therefore has little practical use.[52] proposes an incomplete and

inefficient method that first abstracts a CFSM system into a Petri net and then determines

the boundedness of the resulting Petri net. A more efficient method was earlier proposed

by Brand and Zafiropulo in [13]. Similar to our approach, their method is based on a

combinatorial analysis of the message passing behavior of control flow cycles in CFSM

systems. The complexity of their test is however exponential in the number of control flow

cycles, which is in contrast to the polynomial complexity ofour test. It is also impossible

to construct counterexamples to boundedness straightforwardly from their test. [41] proposes

an unboundedness test based on a sufficient condition for unbounded executions. The test

is incomplete and has an exponential complexity. Bounded scheduling has been studied for

Kahn process networks [34], [58] and recently for Petri nets[51], to avoid scheduling schemes

of system executions that may potentially generate an unbounded number of messages.

5) Livelock Freedom Analysis:The verification of livelock freedom for finite state systems

are mainly tackled by explicit state model checking techniques [25], [38] that search for

non-progress global cycles. [37] improves the efficiency ofmodel checking approaches by

constructing a testing automaton that represents all the livelocked behavior. However, it

still relies on the construction of a global state space which is exponential in the size of

the system. Livelocked executions are interpreted in Communicating Sequential Processes

(CSP) as divergences. [63] gives a model checking approach to check divergence freedom

for systems with a finite number of states. This is the theory of livelock checking behind

the FDR model checker [33]. None of the above mentioned techniques can check livelock

freedom for infinite state systems.

6) Abstraction: Symmetry-based state space reduction techniques [40] address multiple

process instantiations, based on the observation that instances of each component class

often exhibit identical or similar behavior. Dealing with unbounded message buffers, [23]

proposes an abstraction method to eliminate Fist-In-First-Out (FIFO) message buffers in a

system, which may include behavior that the original systemdoes not permit. Moreover,

this abstraction technique applies only to FIFO message buffers. Abstract interpretation

[21] abstracts concrete data type domains into abstract domains of much smaller sizes, and

computes a fixed point of the computation of the program on these abstract domains. Predicate

abstraction [8] uses a set of Boolean predicates to abstractaway variables in a program. The
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Boolean values of these predicates constitute abstract global states of the system which form

a much smaller state space than the concrete state space. These abstraction techniques apply

mainly to sequential programs whose state spaces are far smaller than the state spaces of

concurrent systems.

7) Abstraction Refinement:The use of abstraction techniques results in over-approximations

containing spurious system behavior and leads to impreciseverification. This can be reme-

died by refining the abstraction. The idea of automated counterexample guided abstraction

refinement has been broadly adopted in system verification and especially in model checking

methods [14]. For the ILP-based verification framework in [17], an abstraction refinement

procedure is proposed in [68] to exclude unrealistic control flow by enforcing event orders

and dependencies between acyclic paths and control flow cycles.

8) Summary and Precursory Work:Both the buffer boundedness and livelock freedom

properties that we consider in this paper are undecidable for infinite state systems. Based on

the previous discussion, we believe that the existing verification and abstraction techniques

are insufficient to check these two properties for asynchronous reactive systems.

Portions of the work described in this paper have been published in [45]–[49], [72]. At

the time of writing this paper, several improvements over the previously published results

have been accomplished, including (1) an improved message type identification method for

Promela models, (2) an improved method to determine cyclic message passing effects, (3) a

more precise way to determine cycle dependencies caused by condition statements, and (4)

a substantially enlarged and more systematic experimentalevaluation.

C. Structure of the Paper

In section II we briefly introduce the Promela language and integer linear programming.

We give an overview of our property checking framework in Section III, before we explain

in detail the buffer boundedness test and the livelock freedom test in Sections IV and V,

respectively. We address the challenges in the design of automated code abstraction in Section

VI. Abstraction refinement is then discussed in Section VII.Finally, we show experimental

results in Section VIII and conclude the paper in Section IX.
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II. PRELIMINARIES

A. Promela

Promela is the input language of theSPIN explicit state model checker [38]. It has been

successfully used for the modeling and analysis of many concurrent systems [25], [42], [69].

The operational semantics of Promela has been studied and formalized in [10], [24]. For the

sake of self-containment of this paper, we briefly introducePromela here with a small model

that also serves as a running example to illustrate our property checking approach.

1 mtype = { req , ack , r e l} ;

2 chan t s [ 2 ] = [ 1 ] of {mtype} ;

3 chan t c [ 2 ] = [ 1 ] of {mtype} ;

4 i n i t {

5 byte i = 0 ;

6 do

7 : : i < 2 −> run c l i e n t ( i ) ; i ++;

8 : : e l s e −> break ;

9 od ;

10 run s e r v e r ( ) ;}

11 proctype c l i e n t (byte i d ){

12 do

13 : : t s [ i d ] ! r eq ; t c [ i d ]? ack−> t s [ i d ] ! r e l ;

14 od}

15 proctype s e r v e r ( ){

16 do

17 : : t s [ 0 ] ? req−> t c [ 0 ] ! ack ; t s [ 0 ] ? r e l ;

18 : : t s [ 1 ] ? req−> t c [ 1 ] ! ack ; t s [ 1 ] ? r e l ;

19 od}

Fig. 1. A simple Promela model.

The model in Figure 1 describes a simple client-server scenario. The model consists of

a set ofproctype definitions (Lines 11 and 15), each representing a class of concurrent

processes. Multiple instances of proctypes can be created dynamically (Line 7). An optional

special proctypeinit has one and only one instance that is usually used to create instances

of other proctypes (Line 4). Proctypes can be parameterized(Line 11).

Promela offers three inter-process communication mechanisms: (1) communication through

shared global variables, (2) synchronous rendezvous communication, and (3) asynchronous

communication. The last two kinds of communication are achieved by message sending (! )

and receiving (?) statements on communication buffers declared aschan variables (Lines 2,
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3, 13, 17, and 18). Each buffer can be used to exchange only messages in a certain format

as defined in its declaration. A set ofmtype constant symbols can be defined to suggest the

types of messages (Line 1). Moreover, each buffer has a predefined capacityn such that it

can store no more thann messages at runtime. If the capacity of a buffer is declared to be

0, then the communication over this buffer is synchronous – the sending and receiving of

a message is performed as a synchronous rendezvous. When thecapacity is declared to be

greater than 0, the communication over this buffer is asynchronous – the sender is blocked

only if the buffer is full and the receiver is blocked only if the buffer is empty or it expects an

unavailable message. There are conditional statements, like the statement (i < 2 ) in Line

7, that are executable if the boolean condition in the statement evaluates to true.

The Promela language has several syntax restrictions to guarantee the finiteness of a model.

First, each message buffer has an a priori fixed capacity suchthat no buffer can contain

an unbounded number of messages at runtime. However, since we are interested in using

Promela to represent infinite state systems, we assume that all buffers have an unbounded

capacity. Second, any variable has a finite domain of runtimevalues. Instead, we assume

that the domain of integer values is infinite. Lastly, the SPIN runtime environment imposes

a maximal number of processes that can be instantiated during the execution of a model. We

also relax this restriction and allow the number of processes to be unbounded. Therefore,

in our interpretation a Promela model may possess an infinitenumber of states. Notice that

our verification techniques can be applied to both finite state and infinite state systems.

Particularly in case of livelock freedom, if we can prove a model with unbounded buffers to

be free of livelock, then it is also free of livelock for any finite buffer configuration of the

model.

B. Integer Linear Programming

We give a brief introduction to integer linear programming (cf., e.g., [65]). A linear

programming (LP) problem consists of (1) a set of linear inequalities over real variables

referred to as theconstraintof the problem, and (2) an optionalobjective functionin the

form max : e or min : e, wheree is a linear expression over real variables. Thesolution space

of the LP problem is the set of all variable valuations that satisfy all linear inequalities in

the constraint. When the solution space is non-empty, the LPproblem isfeasible. Otherwise,

it is infeasible. If the objective function is in the formmax : e, an optimal solutionto the

LP problem is a valuationσ in the solution space such thatσ(e) ≥ σ′(e) for any other
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valuationσ′ in the solution space. In this caseσ(e) is the optimal value for the objective

function. Optimal solutions and optimal objective function values can be similarly defined if

the objective function is of the formmin : e. The objective function value can be unbounded

within the solution space and an optimal value does not existin this case. LP problems can

be solved in polynomial time [44]. Given an LP problem, if we require all variables in the

problem to be integer variables, the LP problem becomes aninteger linear programming

(ILP) problem. The solving of ILP problems is no longer possible in polynomial time, but

becomes NP-complete [16].

III. A N OVERVIEW OF THE ILP-BASED PROPERTY CHECKING FRAMEWORK

The basic idea of our property checking framework is as follows. We encode the behavior

of a system and a necessary condition for thenegationof the checked property into an ILP

problem. The solution space of the ILP problem therefore represents the property violating

behavior of the system. When there is no solution to the ILP problem, the satisfaction of the

property is assured.

The abstraction techniques that we propose are designed in consideration of the two key

characteristics of asynchronous reactive systems: reactivity and asynchronous communication.

• The abstraction procedure is centered around control flow cycles because the execution of

a reactive system amounts to the repetition of local controlflow cycles in the components

of the system. Therefore, it is important to study how control flow cycles in the system

can be composed to yield the execution of the system. Note that although there may

be an infinite number of control flow cycles in a system, the number of elementary

cycles1 is always finite. Our analysis therefore concentrates on thestudy of the behavior

of elementary control flow cycles.

• We pay special attention to the effects of asynchronous communication on message

buffers since it is the main way of communication in the classof systems that we

consider. As a result, we focus on the combined message passing effects of control flow

cycles and analyze their influence on the behavior of the system.

Our property checking framework is illustrated in Figure 2.It consists of three main

procedures, namelyabstraction, property checking, and refinement.

1An elementary cycle, also called a basic cycle, is one that cannot be decomposed into smaller cycles.
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Negated propertyOriginal model

Abstraction

Refinement

Property checking

Yes

ILP problems

Counterexamples

Fig. 2. An ILP-based property checking framework for asynchronous reactive systems.

• The aim of the abstraction procedure is to encode the checking of the considered property

into an ILP problem. The abstraction procedure is conservative, i.e., it keeps all possible

behavior of the original system and may introduce some behavior that is not allowed in

the original system. The resulting imprecision is unavoidable for the properties whose

checking problems are undecidable for infinite state systems.

• The property checking procedure solves the ILP problems constructed by the abstraction

procedure, and interprets the results. In case solutions tothe ILP problems are found, it

constructscounterexamplesfrom the ILP solutions to illustrate certain property violating

scenarios. Counterexamples constructed in our framework are different from those in the

context of explicit state model checking. In our setting, a counterexample does not give

directly an erroneous execution of the system, but only specifies some constraints or

patterns that apply to a potentially infinite set of propertyviolating executions. More

precisely, a counterexample indicates which cycles are to be repeated infinitely often in

a property violating execution.

• A refinement procedure is necessary to improve the accuracy of the analysis by recov-

ering information lost during the abstraction. Following the idea in [14], the abstraction

refinement that we propose is guided by the counterexamples that we obtain.

The whole checking procedure is iterative, which corresponds to the loop in Figure 2 through

the property checking, counterexamples, and refinement blocks: Given a system, for reasons
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of efficiency a relatively coarse abstraction is constructed during the first iteration of our

checking approach. The model may be too coarse, and a counterexample may be constructed

which does not correspond to any real execution of the original system. In this case certain

information of the original system is recovered in order to exclude the spurious behavior that

the counterexample corresponds to. The property is then checked on the refined abstraction

in the next iteration. The model is gradually refined in this way until either it is precise

enough to verify the property or the abstraction cannot be refined anymore.

IV. CHECKING BUFFER BOUNDEDNESS

We present a buffer boundedness test in the proposed ILP-based property checking frame-

work. The unboundedness of the message buffers in a system model can have several negative

effects. First, if the model represents a software design, the unboundedness of one or more

of the message buffers hints at a possible design fault: The unbounded buffers may result in

buffer overflows or losses of messages in the implementationof the design. Second, buffers

with unbounded capacity impede automated finite state analyzeability since they induce an

infinite state space that renders state space exploration incomplete in finite time.

One commonly observes that in a system model where buffers have unbounded capacities,

the buffer occupancy may still be bounded by some small constantk because of the particular

dynamics of the system. If this is the case, then one can safely replace the unbounded buffers

by k-bounded buffers without changing the behavior of the system. Furthermore, the model

with k-bounded buffers is now analyzable by finite state verification techniques once other

sources of infiniteness (infinite data domains, unbounded number of processes) are ruled out.

Since buffer boundedness is undecidable for asynchronous reactive systems the proposed

analysis will remain incomplete. Nevertheless, the test isefficient and scales to realistic

models of large size, as we will show in the sections on complexity (see the end of Section

IV-C) and on experimental results (Section VIII-A).

A. Overview of the Boundedness Test

We first define formally the buffer boundedness property.

Definition 1: Given an asynchronous reactive system, a message bufferb in the system is

boundedif and only if there exists a natural numberk such that, in any reachable configuration

of the system, the bufferb contains no more thank messages. If no suchk exists, thenb is
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unbounded. The system isboundedif and only if all the buffers are bounded. The system is

unboundedif and only if at least one buffer is unbounded.

We propose a boundedness test based on ILP solving. The test makes use of a series of

abstraction steps that leaves us with an over-approximating abstraction given as an indepen-

dent cycle system. Boundedness for independent cycle systems can be determined efficiently

using ILP solving techniques. The test can also estimate an upper bound for each individual

message buffer in case the system is bounded. By the very nature of over-approximations,

not every bounded system can be detected as such by this method and the obtained bounds

are not necessarily optimal. The underlying idea of our boundedness test is to determine

whether it is possible to combine the cyclic executions of a system such that the filling of

at least one message buffer can be “blown up” in an unbounded way.

B. Abstraction

Each abstraction level corresponds to a computational model for which complexity results

for the boundedness problem are either known or provided by our work. We show how the

complexity of the boundedness problem can be reduced by eachabstraction step. The goal

of our conceptual abstraction is to arrive at a data structure that allows us to reason about the

aggregate message passing effects of control flow cycles using linear combination analysis.

Level 0: Promela. We start with a model described in Promela or other modeling lan-

guages for asynchronous reactive systems. For the model, boundedness is undecidable since

Promela without buffer capacity bounds is expressive enough to simulate Turing machines

and boundedness can be reduced to the halting problem of Turing machines [13].

Level 1: CFSM Systems.First, we abstract from the program code in the model, and obtain

an over-approximating CFSM system. The code abstraction retains only the finite control

structure of the model and the message passing behavior, which we will discuss in details in

Section VI. For CFSM systems, it has been shown that boundedness is undecidable [13].

As an example, the model in Figure 1 is transformed into the CFSM system as shown

in Figure 3 by discarding all assignments, condition statements, and other statements except

message sending and receiving statements. The state machine corresponding to theinit

process carries no statements at all since it never sends norreceives any messages.

Level 2: Parallel-Composition-VASS. In the next step we abstract from the order of

messages in the buffers and consider only the number of messages of any given type.

For example, the buffer with contentsabbacb would be represented by the integer vector
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ts[1]!rel

client(0)

ts[0]!rel

ts[0]!req

tc[0]?ack

client(1)

ts[1]!req

tc[1]?ack

server()

tc[0]!ack

ts[0]?req

ts[0]?rel

ts[1]?req

ts[1]?rel

tc[1]!ack

init

s11

s12

s13

s21

s22

s23

t1

t2

t3

t4

t5

r1 r2 r5

r4 r3 r6

Fig. 3. The abstract CFSM system of the Promela model in Figure 1.

(2, 3, 1), representing 2 messages of typea, 3 messages of typeb and 1 message of type

c. Consequently, no distinction can be made at this level betweenabbacb and bbbaac that

are both represented by the same integer vector. In this way we also abstract from the order

of message sending and receiving events in a transition and use an integer vector to denote

how many massages of each type are sent or received along the transition. We call such

an integer vector aneffect vector. A positive component in an effect vector denotes the

number of sent messages of the corresponding type, while a negative component denotes

the number of received messages of the corresponding type. Consider the CFSM system in

Figure 3. Table I shows how message types correspond to different components in effect

vectors. Consequently, the transition from the states11 to the states12 has the effect vector

〈1, 0, 0, 0, 0, 0〉 because it sends areq messages to the bufferts[0] . The transition from

s12 to s13 has the effect vector〈0, 0, 0, 0,−1, 0〉 since it receives anack messages from the

buffer tc[0] . We will discuss how to identify message types in Section VI-A.

Effect vector component Message Type Effect vector component Message Type Effect vector component Message Type

1st req in ts[0] 3rd req in ts[1] 5th ack in tc[0]

2nd rel in ts[0] 4th rel in ts[1] 6th ack in tc[1]

TABLE I

MESSAGE TYPES AND THEIR CORRESPONDING EFFECT VECTOR COMPONENT.

For the purpose of complexity analysis it is helpful to relate the obtained abstraction to

the theory of Petri nets [56]. The numbers of messages in any buffer can be represented by

the number of tokens in Petri net places. We then obtain avector addition system with states

(VASS) [11]. The control states correspond to the states of the processes of the CFSM systems
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and the Petri net places represent the integer vectors approximating buffer contents. More

exactly, we obtain aparallel-composition-VASS. This is a VASS whose finite-control is the

parallel composition of several finite state machines. The boundedness problem for parallel-

composition-VASS is to determine, given an initial configuration c0, whether the system is

bounded with respect toc0. This problem is polynomially equivalent to the boundedness

problem for Petri nets, which is EXPSPACE-complete [73].

Level 3: Parallel-Composition-VASS with Arbitrary Initia l Tokens. We now abstract

from activation conditions of cycles in the control-graph of the parallel-composition-VASS.

Any combination of control flow cycles in the system has a minimal activation condition, i.e.,

a minimal number of tokens needed to get it started. In principle, it is decidable if there is a

reachable configuration that satisfies these minimal requirements, but this involves solving the

coverability problem for Petri nets: given a Petri net, whether there exists a reachable marking

which is bigger than a given marking. This problem is decidable, but at least EXPSPACE-hard

[28], [50], and thus not practical. So, we assume instead that there are always enough tokens

present to start the cycle. By this abstraction, we replace the boundedness problem “Is the

system bounded with respect to a given initial configuration?” by the problem of the so-called

structural boundedness: “Is the system bounded with respect toany initial configuration?”

It has been shown in [47] that the structural boundedness problem for parallel-composition-

VASS is co-NP-complete, unlike for standard Petri nets where it is polynomial [28], [54].

The reason for this difference is that an encoding of controlstates by Petri net places does

not preserve structural boundedness, because it is not assured that only one of these places

in each part is marked at any time. Furthermore, the co-NP-lower bound even holds if the

number of elementary cycles in the control-graph is only linear in the size of the system

[47].

Level 4: Independent Cycle System.Finally, we abstract from the fact that certain control

flow cycles within one part or among several parts in a VASS system may depend on each

other. For example, cycles might be mutually exclusive so that executing one cycle makes

another cycle unreachable. Cycles may also rely on each other, i.e., one cannot repeat some

cycle infinitely often without repeating some other cycles infinitely often. By abstracting

from cycle dependencies, we assume that all cycles are independent and any combination

of them is executable infinitely often, provided that the combined effect of this combination

on all places is non-negative. In this way we may abstract theVASS system of Level 3

to a set of independent elementary control flow cycles with their aggregate effect vectors.
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We call this system anindependent cycle system. For the model in Figure 1, the resulting

cycle system consists of the following cycles: (1)〈s11, s
1
2, s

1
3, s

1
1〉; (2) 〈s21, s

2
2, s

2
3, s

2
1〉; (3)

〈t1, t2, t3, t1〉; (4) 〈t1, t4, t5, t1〉; and (5)〈r2, r3, r4, r2〉. Their effect vectors are, respectively, (1)

〈1, 1, 0, 0,−1, 0〉; (2) 〈0, 0, 1, 1, 0,−1〉; (3) 〈−1,−1, 0, 0, 1, 0〉; (4) 〈0, 0,−1,−1, 0, 1〉; and (5)

〈0, 0, 0, 0, 0, 0〉. Note that each cycle has exactly one effect vector in this example. However,

in general the abstraction procedure may result in multipleeffect vectors for one transition,

and a cycle may therefore have more than one aggregate effectvector. For simplicity reasons

we assume that each cycle has only one effect vector for the time being. This will however

not reduce the generality of the arguments in the remainder of the section. For convenience

reasons, given a set of control flow cycles, we refer to a linear combination of the effect

vectors of these cycles as alinear combination of cycles. Finally, we point out that we only

consider the overall effect of the complete execution of a cycle in the cycle system. A partially

executed cycle is regarded as an acyclic path.

C. Boundedness Checking

A necessary condition for the unboundedness of a system can be given in terms of the

resulting independent cycle system.

Theorem 1:If an asynchronous reactive system is unbounded, then thereexists a linear

combination of cycles in the resulting independent cycle system such that the aggregate effect

of the linear combination is positive. Formally, let{vi} be the set of cycle effect vectors,

the system is unbounded if there exists a linear combination
∑

xivi such that (1) every

component in
∑

xivi is non-negative; and (2) at least one component is positive.

Intuitively, a positive linear combination of cycles corresponds to a combined effect of

control flow cycles that sends at least one message without consuming any messages. Some

message buffers will then be flooded by repeating the execution of this combination of cycles.

We give the proof in the following that the above theorem gives indeed a necessary condition

for unboundedness, which implies the soundness of our boundedness test.

In order to prove Theorem 1, we first need the following auxiliary lemma.

Lemma 1:For any infinite sequence of integer vectors of same dimension s = 〈v̄1, v̄2, . . . 〉,

if there exists an integer vectorb̄ such that̄vi ≥ b̄ holds for eachi, then there is an infinite

subsequence〈v̄u1
, v̄u2

, . . . 〉 of s such that̄vui
≤ v̄uj

holds for allui < uj. Moreover, if s is

unbounded, i.e., there exists no integer vectorb̄m such thatb̄m > v̄i for eachi, then there is

an infinite subsequence〈v̄w1
, v̄w2

, . . . 〉 of s such that̄vwi
< v̄wj

holds for allwi < wj.
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Proof: We prove the lemma using the induction on the dimensionk of the vectors in

the sequence.

Induction base: Let k = 1. Then,s is actually a sequence of integers〈v1, v2, . . . 〉 bounded

below byb. By contradiction, we assume that there is no infinite non-decreasing subsequence

of s. Then, there must exist an upper boundb′ such thatvi ≤ b′ for every i. Because there

are only finitely many integersv such thatb ≤ v ≤ b′, there must exist infinitely many

elements ins that are equivalent. These elements form a non-decreasing subsequence ofs,

which contradicts the assumption that there is no such subsequence.

Induction step: Assume that the lemma holds for all sequences of integer vectors of

dimensionk, and thats consists of vectors of dimensionk + 1. Let trunc(v̄i) be an integer

vector of dimensionk constructed fromv̄i in s such thattrunc(v̄i)j = v̄ji for each1 ≤

j ≤ k. According to the induction assumption, we can select an infinite subsequences′ of

s: 〈v̄w1
, v̄w2

, . . . 〉 such thattrunc(v̄wi
) ≤ trunc(v̄wj

) holds for all wi < wj . The (k + 1)-

th components of all elements ins′ form an infinite sequence of integers, from which we

can select an infinite non-decreasing subsequence of integers 〈v̄k+1
u1

, v̄k+1
u2

, . . . 〉, based on the

argument for the induction base. Apparently,〈v̄u1
, v̄u2

, . . . 〉 satisfies the property thatv̄ui
≤ v̄uj

holds for allui < uj.

Finally, it is obvious that an infinite subsequence of strictly increasing vectors exists if

s is unbounded, which can be proved similarly as above using aninduction on the vector

dimensionk.

Now we prove Theorem 1.

Proof: It is equivalent to prove the following: Given a finite set of integer vectors

v̄1, . . . , v̄n of the same dimension, saym, the two conditions below are equivalent.

• ConditionC1: There exists noxi ∈ N (1 ≤ i ≤ n) such that2

n∑

i=1

xiv̄i > 0̄. (1)

• Condition C2: For any vector̄v, there exists a vector̄b such that, for allxi ∈ N (1 ≤

i ≤ n),

v̄ +
n∑

i=1

xiv̄i ≥ 0̄ → v̄ +
n∑

i=1

xiv̄i ≤ b̄. (2)

2We use0̄ to denote an all-zero vector where the dimension of the vector is clear from the context.
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Let f(x1, . . . , xn) := v̄ + x1v̄1 + · · · + xnv̄n. We first proveC1 → C2 by contradiction

and assume that there exists somek such that no upper bound exists forf(x̄)k under the

conditionf(x̄) ≥ 0̄. This implies that there exists an infinite sequence of non-negative vectors

sc = 〈c̄1, c̄2, . . . 〉 of dimensionn such that (1)f(c̄i) ≥ 0̄ and (2)limi→∞ f(c̄i)
k = +∞.

Following Lemma 1, we may select fromsc an infinite subsequencesd = 〈d̄1, d̄2, . . . 〉

such thatf(d̄i)k is strictly increasing. Again, fromsd we can select an infinite subsequence

se = 〈ē1, ē2, . . . 〉 such thatf(ēi) is strictly increasing. Moreover, fromse we can select an

infinite strictly increasing subsequencesg = 〈ḡ1, ḡ2, . . . 〉.

From sg we select arbitrarily two elements̄gi and ḡj such thatḡi < ḡj . Based on the

construction ofsg, we know thatf(ḡi) < f(ḡj). It is easy to see that̄h = ḡj − ḡi > 0 and
∑n

p=1
h̄p · v̄p = f(ḡj) − f(ḡi) > 0. Therefore,

∑n

p=1
h̄p · v̄p is a non-negative solution for

Inequality 1, which results in a contradiction.

Second, we prove thatC2 → C1 by contradiction and assume that there exists a non-negative

vector c̄0 such thatf(c̄0) > 0̄. Then we can construct an infinite sequence〈c̄1, c̄2, . . . 〉 where

c̄i = i · c̄0. We can easily see thatf(c̄i) is strictly increasing and no upper bound therefore

exists forf(c̄i), which leads to a contradiction.

The checking of the unboundedness condition can easily be encoded into an ILP problem.

Given a system, suppose that the cyclesc1, ..., cm form the resulting independent cycle system

together with their respective effect vectorse1, ..., em, all of which are of dimensionn. The

ILP problem representing the unboundedness condition is the following:

xj ≥ 0 for each 1 ≤ j ≤ m (3)
m∑

j=1

xj · e
k
j ≥ 0 for each 1 ≤ k ≤ n (4)

m∑

j=1

n∑

k=1

xj · e
k
j > 0 (5)

where eachxj corresponds to the cyclecj andek denotes thek-th component of the effect

vectore.

In the above ILP problem, Inequality (3) requires all the coefficientsxj to be non-negative

since any linear combination of cycles can contain only natural coefficients. Inequality (4)

only requires all the linear combination of cycles to be non-negative. The positivity of

combinations is then enforced by Inequality (5).
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If the above ILP problem has no solution forxj values, then the original system must

be bounded. Otherwise, the original system is not necessarily unbounded because the un-

boundedness condition given above is only a necessary but not sufficient condition. The

unboundedness could simply be due to the coarseness of the over-approximation. Thus, this

test yields an answer of the form “BOUNDED” in case no positive linear combination of

cycles exists, and “UNKNOWN” if such a linear combination exists.

For the example of Figure 1, we obtain the following boundedness determination ILP

problem:

x1 − x3 ≥ 0 (6)

x1 − x3 ≥ 0 (7)

x2 − x4 ≥ 0 (8)

x2 − x4 ≥ 0 (9)

−x1 + x3 ≥ 0 (10)

−x2 + x4 ≥ 0 (11)

x1 + x2 − x3 − x4 > 0 (12)

xi ≥ 0 (13)

One can easily see that the above ILP problem is infeasible. We can therefore conclude

a “BOUNDED” verdict for the model. The ILP encoding of the unboundedness condition

may result in redundant repetitions of some linear constraints, as can be seen in the above

example. These repetitions can easily be discovered syntactically and then be removed. For

illustration purposes, we do not remove these repetitions.

Complexity. We show that our boundedness test has a polynomial complexity with respect

to the number of cycles in the system. Given a system, supposethat there aren message

types andm cycle effect vectors in the resulting independent cycle system. Then, the size

of the boundedness determination ILP problem is bounded by(m + n + 1) × m. Because

the number of cycle effect vectorsm is linear in the number of control flow cycles, the

size of the ILP problem is polynomial in the number of cycles.Even though there may be

exponentially many elementary cycles in a system, we observe that the control flow graphs

derived from realistic models of asynchronous reactive systems are normally very sparse, and
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the number of elementary cycles in them is normally polynomial, rather than exponential.

Finally, in spite of the NP-completeness of solving generalILP problems, any ILP problem

generated in our test to determine boundedness has a specialproperty to make it polynomial

time solvable: For each inequality in the ILP problem, the left-hand side does not contain any

constant items, and the right-hand side is 0. Such an ILP problem is called ahomogeneous

ILP problem, and can be solved in polynomial time as follows:We turn the ILP problem into

an LP problem by dropping the integrity restriction on the variables. Then, we can solve the

LP problem to obtain a rational solution, which is known to becomputable in polynomial

time [65]. Next, we compute the least common denominator of all the variable values in the

rational solution, which is also possible in polynomial time [20]. We can obtain an integer

value for each variable by multiplying the rational solution of the variable with the least

common denominator.

D. Estimating Buffer Bounds

A more refined problem is to compute upper bounds on the lengths of individual buffers

in the system. Since normally not all buffers can reach maximal length simultaneously, the

analysis is done individually for each bufferb. Note that any finite execution of a system can

be decomposed into a cyclic part and an acyclic part startingfrom the initial configuration

of the system. The effect of the cyclic part can be denoted as alinear combination of cycles.

For each process in the system, we can compute the least upperbound on the effects of all

possible acyclic paths in the process since there are only finitely many acyclic paths. Then,

the acyclic part effect of the whole system is bounded by the sum of the upper bound of each

process. Now, the computation of buffer bounds is to maximize the contribution from the

cyclic part. Given a system, suppose that the cycle effect vectors in the resulting independent

cycle system aree1, ..., em. Let a denote the upper bound of the acyclic part effects of the

whole system. We encode the buffer bound computation for a buffer b into an ILP problem

as follows. LetI contains all the indices of the effect vector components that correspond to

types of messages exchanged in the bufferb.

max :
∑

k∈I a
k +

∑
k∈I

∑
i xi · e

k
i (14)

constraint : a +
∑m

i=1
xi · ei ≥ 0̄ (15)

xi ≥ 0 for all i ∈ {1, ..., m} (16)
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The above ILP problem is to maximize the objective function,representing the number of

messages in the bufferb, against the constraint stating that there cannot be a negative number

of messages at any time.

In the example of Figure 1, the upper bounds on the acyclic path effects of the pro-

cessesclient(0) , client(1) , server() , and init are respectively〈1, 0, 0, 0, 0, 0〉,

〈0, 0, 1, 0, 0, 0〉, 〈0, 0, 0, 0, 1, 1〉, and〈0, 0, 0, 0, 0, 0〉. So, the upper bound on the acyclic part

effects of the whole system is the sum〈1, 0, 1, 0, 1, 1〉. The ILP problem to compute the

upper bound for the bufferts[0] is as follows:

max : 1 + 2x1 − 2x3 (17)

1 + x1 − x3 ≥ 0 (18)

0 + x1 − x3 ≥ 0 (19)

1 + x2 − x4 ≥ 0 (20)

0 + x2 − x4 ≥ 0 (21)

1− x1 + x3 ≥ 0 (22)

1− x2 + x4 ≥ 0 (23)

xi ≥ 0 (24)

The computed upper bound forts[0] is 3 while the actual bound is 2. This shows that

our buffer bound estimation method is over-approximating and may deliver a larger bound

than the actual one. Note also that the buffer bound estimation ILP problem is no longer

homogeneous and its solving may hence require exponential time.

V. CHECKING L IVELOCK FREEDOM

The main characteristic of a reactive system is that of maintaining an ongoing activity

of consuming, processing and producing information. One salient property that any correct

reactive system must satisfy is deadlock freedom, i.e., theexecution of the system is non-

blocking. However, a system may be free of deadlock and yet itdoes not progress in executing

its tasks. For example, two components of a system may keep exchanging internal messages

with each other and never respond to the outside world. Such asituation is referred to as

livelock. The freedom from livelock is highly desirable since it is important to ensure that
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every so often the environment will receive output from the system. We formally define

livelock and livelock freedom for Promela models as follows.

Definition 2: Given a Promela model, we identify in its control flow graphs aset of local

transitions asprogress transitions. A livelocked executionis an infinite execution in which

all the progress transitions are taken only a finite number oftimes. The system isfree of

livelock if no livelocked executions exist.

Livelock freedom is a liveness property. We have shown in [45] that it is undecidable for

infinite state systems. Consequently, our test is inevitably incomplete. We outline the method

as follows. Given a system and a set of predetermined progress transitions, we first carry

out the same sequence of abstraction steps as for the boundedness test, which transforms

the system into a set of independent control flow cycles with their effect vectors. We collect

all progress cyclesas those that contain at least one of the progress transitions. We give a

necessary conditionfor the existence of a livelocked execution in terms of the cycle system

and the progress cycles. We encode this condition into a homogeneous ILP problem whose

size is polynomial in the number of cycles. If the resulting ILP problem has no solution then

the necessary condition cannot hold, which implies livelock freedom. On the other hand,

if the resulting ILP has solutions then the system may or may not be livelock free, which

corresponds to the incomplete side of our test. In the remainder of this section we mainly

explain how the necessary condition for a livelock is encoded in an ILP problem.

The underlying idea of our test is that a system is livelock free if at least one progress

cycle is repeated infinitely often in any infinite execution.Let c1, . . . , cn be the set of control

flow cycles in the corresponding independent cycle system, and cj1, . . . , cjm (j1, . . . , jm ∈

{1, . . . , n}) be the set of progress cycles. Letei denote the effect vector of the cycleci. We

use the following ILP problem to characterize a necessary condition for the existence of a

livelocked execution, i.e., an infinite execution in which any progress cycle can be repeated

only a finite number of times.

n∑

i=1

xi · ei ≥ 0̄ (25)

n∑

i=1

xi > 0 (26)

m∑

i=1

xji = 0 (27)
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xi ≥ 0 for eachi (28)

In the above inequalities, each integer variablexi denotes the number of times that the cycle

ci is repeated in a linear combination of cycles. These variables may have only non-negative

values as imposed by the inequalities (28). The inequality (25) requires a linear combination

of cycles to consume no messages. Thus, an infinite repetition of such a combination is

possible since it does not run out of any type of messages. Theinequality (26) excludes

a trivial combination in which no cycle is executed at all. The inequalities (25) and (26)

together give a necessary condition for the existence of infinite executions. The inequality

(27) then excludes any progress cyclecji from a linear combination. Consequently, this

condition excludes any progress cycle from being repeated infinitely often in any infinite

execution. Note that the above ILP problem is also homogeneous and thus polynomial time

solvable.

We prove the soundness of our livelock freedom test as follows.

Theorem 2:Given a Promela system and a predetermined set of progress transitions, if

the livelock freedom test determines the system to be free oflivelock, then the system is

actually free of livelock.

Proof: If the system is proved to be free of livelock by our method, then there exists no

positive linear combination of effect vectors of non-progress cycles since there is no solution

to the ILP problem described by the inequalities (25–28). ByTheorem 1, we can see that

any execution of the system in which only non-progress cycles are repeated infinitely often

is bounded.

By contradiction, we assume that the Promela system has a livelocked executionr. All the

progress cycles are hence repeated only a finite number of times in r. Then there exists a

particular point of timet in r after which only non-progress cycles are executed. Furthermore,

we have shown above thatr is bounded. Note that any process in the system has only finitely

many local states. Consequently, there will be only finitelymany reachable configurations of

the system aftert in r. Furthermore, sincer is an infinite execution, there must be two distinct

points of timet1 and t2 after t at which the system reaches one same configuration. The

finite segment of execution betweent1 and t2 can be represented as a linear combination of

executions of non-progress cycles. The aggregate effect vector of this segment is however an

all-zero vector. This contradicts the fact that no solutionexists for the ILP problem described

by the inequalities (25–28), i.e., there is no non-negativelinear combination of non-progress
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cycles.

Consider the model in Figure 1. Let the only progress transition be the receipt of anack

message in the processclient(0) . Then, we have only one progress cycle as the one in

client(0) . We can build the following ILP problem for determining livelock freedom:

x1 − x3 ≥ 0 (29)

x1 − x3 ≥ 0 (30)

x2 − x4 ≥ 0 (31)

x2 − x4 ≥ 0 (32)

−x1 + x3 ≥ 0 (33)

−x2 + x4 ≥ 0 (34)

x1 + x2 + x3 + x4 + x5 > 0 (35)

x1 = 0 (36)

xi ≥ 0 (37)

We can easily obtain a solution to the above ILP problem asx5 = 1 while xi = 0 where

i 6= 5. As a consequence we cannot prove livelock freedom for the example system. In Section

VII, where we will re-visit this example, we will show how to construct counterexamples

from such an ILP solution, and explain how to perform abstraction refinement based on the

constructed counterexamples.

VI. CODE ABSTRACTION

As the first abstraction step in both boundedness and livelock freedom tests, the goal of

code abstraction is to construct a CFSM system that over-approximates the behavior of the

original model. Since CFSM systems only specify message passing behavior, the focus of

our code abstraction is on determining the message passing effects of a model.

For abstracting Promela models, we have considered issues including (1) the identification

of message types; (2) variable dependencies; (3) process replications; (4) buffer assignments;

(5) buffer arrays, and (6) unbounded proctype instantiations, among others. The abstraction

of Promela code has been fully automated. Due to space limitations we are unable to discuss

the solutions to all the above mentioned problems in this paper. For the purpose of illustration
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we choose to explain in detail how we identify message types in Promela models in Section

VI-A, and sketch how we approximate cycle effect vectors in Section VI-B. Discussions of

other abstraction solutions can be found in [49], [72].

A. Identifying Message Types

We formally define amessage typeas a subset of messages exchanged in a model.

Identifying too few message types may lead to an imprecise property checking. Identifying

too many message types on the other hand may drastically increase the size of the property

determination ILP problems, which makes the property checking inefficient [72]. We propose

here a message type identification method which is optimal inthe sense that no other

identification method can lead to a more precise property checking. Meanwhile our method

attempts to minimize the number of identified message types by ruling out messages that

can never appear in the model. The first intuition of the optimal method is that we only need

to distinguish two messages if they can be distinguished by amessage receiving statement

in the model. As an example, ifch?req, 5 is in a model, then messages(ch, req , 5) are

distinguished from thosereq messages containing a different value than 5, and we therefore

need to identify the message type{(ch, req , 5)}. On the contrary, ifch?req, x is the only

statement to receivereq messages fromch in the model wherex is an integer variable, then

there is no need to distinguish different values for the second component ofreq messages.

In this case, a message type{(ch, req , x)|x ∈ I} is sufficient whereI is the set of all integers.

The second intuition is that we need to identify a message type only if it can be possibly

exchanged in the model. We explain the optimal message identification method as follows.

We useFINAL to denote the set of message types identified by our method.

First, we identify a set of message typesSENT including, for each message sending

statement, the subset of messages that can be possibly sent by the statement. For instance, for

the model in Figure 1, the resulting setSENT is {(ts [0 ], req)}, {(ts [0 ], rel)}, {(ts [1 ], req)},

{(ts [1 ], rel)}, {(tc[0 ], ack)}, {(tc[1 ], ack)}.

Next, we identify a set of message typesRECEIVE including, for each message receiving

statement, the subset of messages that can be possibly received by the statement. In our

example, the setRECEIVE is {(ts [0 ], req)}, {(ts [0 ], rel)}, {(ts [1 ], req)}, {(ts [1 ], rel)},

{(tc[0 ], ack)}, {(tc[1 ], ack)}.

In the last step, we first add every message typem in RECEIVE to FINAL. Then, let

ALLR be the union of all message types inRECEIVE . For each message typem in SENT ,
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if m′ = m−ALLR is not empty, then we also addm′ to FINAL. In our example, the final

set of identified message types is{(ts [0 ], req)}, {(ts [0 ], rel)}, {(ts [1 ], req)}, {(ts [1 ], rel)},

{(tc[0 ], ack)}, {(tc[1 ], ack)}, which is identical toRECEIVE since all sent message types

in SENT are covered by the collection of the received message types.

The above message type identification is optimal with respect to the necessary condition for

unboundedness given in Theorem 1: LetL1 be the boundedness determination ILP problem

resulting from the optimal message type identification method, andL2 be the ILP problem

resulting from any other identification method. It can be shown that, wheneverL2 is infeasible,

L1 is feasible as well [72].

B. Determining Cycle Effect Vectors

1 mtype = {ack , r e j} ;

2 . . . . . .

3 a c t i v e proctype Medium ( ){

4 mtype msg ;

5 do

6 . . . . . .

7 : : s2m?msg−> m2c ! msg

8 od

9 }

Fig. 4. A simple Promela model.

The message passing effect of a control flow cycle is the aggregate effect of all transitions

along the cycle. However, a transition may have more than oneeffect vector, e.g., because

of the use of variables in the transition. As a safe over-approximation, we can take all

possible combinations of the effect vectors of the transitions along the cycle. Unfortunately,

the number of combinations can be exponentially many and therefore tremendously increases

the size of the property checking ILP problems. However, notall combinations of transition

effect vectors are possible due to dependencies among statements. Consider Line 7 in the

model in Figure 4. The statements2m?msg may receive anack or a rej message, and the

statementm2c!msg may send anack or a rej message. The total number of combinations

is thus 4. However, we can easily see that the variablemsg used to store received messages is

unmodified before being forwarded. Therefore, the combination of receiving anack message

and then sending arej message is impossible. As a solution to exclude impossible cycle
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effect vectors, we devise a method to capture dependencies among message sending and

receiving statements. The intuitive idea is as follows. Forany message sending statements

that has more than one effect vector, we first collect all variables occurring in the statement

as the setVar s. Then, we determine the longest acyclic pathp reachings such that any state

alongp has at most one incoming messages, i.e., the longest path that can be consecutively

executed before the statements is reached. Next, for each variablex in Var s, we determine

the closest message receiving statements′ to s on p such thatx is used to store a component

of incoming messages andx is unmodified betweens and s′. If s′ exists, then we can

obtain a dependency ofx’s value on the types of messages thats′ receives. In our example,

the dependency formsg is the following: (1)msg = ack if and only if s2m?msg receives

messages of the type{(s2m, ack)}; andmsg = rej if and only if s2m?msgreceives messages

of the type{(s2m, rej )}. Then, we can use these dependencies to rule out impossible cycle

effect vectors such as the one in which{(s2m, ack)} is received butmsg = rej is forwarded

instead.

VII. COUNTEREXAMPLE-GUIDED ABSTRACTION REFINEMENT

In our ILP based property checking framework, we may obtain asolution to the property

determination ILP problem. In this case, we do not know whether the property is satisfied

by the system or not. Fortunately, the returned ILP solutionmay provide useful information

about potential property violating behavior.

A solution to a property determination ILP problem represents a particular linear com-

bination of cycles such that infinitely repeating this combination without executing other

cycles results in a property violation. Therefore, we definea counterexample in our setting

as follows. Given a solution to the property determination ILP problem, acounterexampleis

a set of control flow cycles whose corresponding variables inthe ILP problem receive non-

zero values in the given solution. Intuitively, a counterexample corresponds to those system

executions in which only the cycles in the counterexample are repeated infinitely often, and

all other cycles are either repeated only a finite number of times, or not executed at all. Due

to the imprecision induced by the abstraction steps that we perform, a counterexample may

correspond to no executions of the original system, in whichcase we call the counterexample

spurious.

In the end of Section V, we obtain an ILP solution while checking livelock freedom

on the model in Figure 1. Based on the above definition, the corresponding counterexample
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consists of the only cycle in theinit process. The cycle performs the task to create multiple

instances of clients. This counterexample is apparently spurious: The execution of the cycle

is guarded by the conditioni < 2, and every execution of the cycle increases the value ofi.

So, it cannot be repeated forever by itself. While in the above case we can easily see that the

counterexample is spurious, in general it is impossible to determine spuriousness manually.

The introduction of spurious counterexamples is a consequence of the conservative ab-

straction steps that we perform in the course of our buffer boundedness or livelock freedom

test. We reconsider each of these abstraction steps to examine which information is removed

from models during the step and how significantly it affects the precision of the analysis.

a) Code Abstraction:In this step the program code in a model is abstracted away. We

lose all the information about how the behavior of the model is constrained by the conditions

on variables that are imposed by the program code. Losing such information is very significant

because it often depends on the runtime value of a variable whether to send or receive a

message, which message to send or receive, and where messages are to be sent or received.

We will therefore consider to recover this information during refinement.

b) Abstraction from Message Orders:In this step we ignore all information regarding

the order of messages in buffers. In particular, we assume that a message is always available

to trigger a transition wherever it is in the buffer. This canbe too coarse an overapproximation

for a model that employs strict FIFO message buffers. However, many models in practice,

in particular if they mimic the message passing semantics ofthe UML sublanguages SDL

or UML RT, use a message deferral/recall mechanism. This mechanism stores an arriving

message which cannot immediately be processed by the systeminto a special buffer so that

it can be recalled when it is later needed. For this type of models, this abstraction step does

not introduce imprecision.

c) Abstraction from Activation Conditions:In this step the activation conditions of

control flow cycles are abstracted away. We assume that thereare always enough messages of

the right type available for a cycle to be reachable from the initial configuration of the model.

In this way we abstract from the dependency between the acyclic part and the cyclic part

of an execution. The loss of the activation conditions of cycles is also significant, especially

in the estimation of buffer bounds, as we allow any combination of acyclic path effects and

cyclic effects.

d) Abstraction from Cycle Dependencies:In this step we abstract from dependencies

between control flow cycles. Cycle dependencies may be caused by many reasons, such as
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by the program code along control flow cycles, or by the structural characteristics of control

flow graphs. Disregarding cycle dependencies means that arbitrary cyclic executions can be

combined to form a potentially spurious counterexample. Therefore, this is also a significant

source of imprecision.

In this paper we will pay special attention to the discovery of cycle dependencies by

reconsidering the program code in the original Promela model. We will address other sources

of imprecision in future work, especially the dependenciesbetween cycles and acyclic paths.

Note that counterexample analysis and abstraction refinement based on cycle dependency

discovery is expensive and difficult, as it involves the analysis of program code, e.g., termi-

nation proofs and cycle iteration count estimation. Also, as we will see later, the refinement

may result in an exponential number of ILP problems to solve.Therefore, we should call

the refinement procedure only when necessary, i.e., when a counterexample is found. Fur-

thermore, only those cycles in the counterexample are subject to the dependency analysis

in the effort to remove the potential spurious behavior represented by the counterexample.

Finally, our refinement methods are incomplete, and it is possible that the spuriousness of a

counterexample cannot be determined by our methods.

A. Detecting Cycle Dependencies

We first define the concept of cycle dependencies. LetIRC (r) denote the set of cycles

repeated infinitely often in an executionr. Intuitively, a cyclec depends on a set of cyclesS

if the infinite execution ofc must be accompanied by the infinite executions of some cycles

in S.

Definition 3: Given a Promela model, a cyclec and a set of cyclesS in the model, we

call the pair(c, S) a cycle dependencyif they satisfy the following conditions: a)c /∈ S; and

b) for any infinite executionr of the model wherec ∈ IRC (r), there exists a cyclec′ ∈ S

such thatc′ ∈ IRC (r). In this case, we say thatc depends onS, and thatS is a correlated

cycle set(CCS) ofc.

In the above definition, if all the cycles inS are in the same process asc is, then(c, S) is a

local dependency. Otherwise,(c, S) is a global dependency. Moreover, ifc does not depend

on any subset ofS, then we say that(c, S) is a minimaldependency. We have shown in [48]

that it is undecidable for infinite state systems to determine whetherc depends onS for an

arbitrary pair ofc andS.
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Given a positive integern, (n, c, S) is called anumerical cycle dependencyif (1) (c, S) is

a cycle dependency and (2) everyn times thatc is repeated, one of the cycles inS must be

executed at least once.

The root cause for cycle dependencies lies in the executability of Promela statements.

Given a cycle, if the executability of every statement alongthe cycle is unconditional, then

the cycle can be repeated without interruption forever oncethe cycle is entered. Such a cycle

does not depend on any other cycles. On the contrary, consider a cycle c that contains a

statements whose executability is conditional. Ifs cannot be continuously enabled forever

by only repeatingc, then some other cycles need to be executed in order to re-enable s by,

e.g., modifying the values of some variables, sending a message etc. In Promela, condition

statements and message receiving statements are two kinds of statements with conditional

executability. In the following, we illustrate how we can obtain cycle dependencies from

condition statements. Other automated cycle dependency detection methods, including those

concerning dependencies caused by message receiving statements, are described in detail in

[48], [72].

i = 0

(i<=2)

i++

(j<=0)

(j>0)

(i>2)

C1

C4

C3C2

Fig. 5. A simple Promela model: no transition code references or modifies the variablei unless explicitly specified.

When a cyclec contains a condition statements, if the boolean conditionb in s cannot

remain true by repeatingc alone, then we say thatc is terminating on s. In this case,c

must rely on other cycles to re-enable the boolean conditionb. Therefore, we need to know

whetherc is terminating ons and, if we expect to obtain numerical dependencies, how many

times at mosts can remain executable by only repeatingc. The termination problem is well-

known to be undecidable, and cycle iteration count determination is even harder. In [49],

[72] we devised an incomplete procedure to prove termination and estimate iteration counts
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for control flow cycles. Take the model in Figure 5 as example.The cycleC2 contains a

condition i ≤ 2. Using our cycle iteration count estimation method, we can determine that

i ≤ 2 can only remain true by repeatingC2 at most 3 times.

We show some types of cycle dependencies imposed by condition statements on which a

cycle is terminating. In order to derive them, we need to discriminate between different ways

in which the variables in a condition statement are modified in the cycle. A variable islocal

if its value can be referenced and modified only by one process. Otherwise, it is aglobal

variable. However, the runtime value of a local variable maystill depend on the executions

of other processes. For instance, given a local variablex, if there is an assignmentx = e(y)

wheree is an arithmetic expression containing a global variabley, then the runtime value of

x may depend on howy is modified in other processes.

Definition 4: For a cyclec and a variablex, x is globally modified in the cyclec if one

of the following is satisfied: (1)x is global, or (2) there is a message receiving statement

b?msg( x1,..., xn) in c wherex is somexi, or (3) there is an assignmentx = e(y) in

c wherey is globally modified inc. If a variable is modified inc but not globally modified

in c, then we say that it islocally modifiedin c.

Note that in the above definition we disregard the dependencyof the runtime value of

a local variable on a condition statement. The reason is that, even though each branching

statement results in several branches in the code, each control flow cycle may contain at most

one branch of this condition statement. Therefore, inside aparticular cycle, which branch

is taken is fixed and the impact of the runtime value of the respective boolean condition is

also fixed. Note that we are not interested in how a variable ismodified or influenced in the

whole model. We are only interested in how a variable is modified inside a particular cycle

when the cycle is repeated without interruption.

For a boolean conditionb in a cyclec, if all the variables occurring inb are locally modified

in c, thenb is a locally determinedcondition. Otherwise, it isglobally determined. If a cycle

c is terminating on a locally determined conditionb, then we can obtain the following two

cycle dependencies.

• The cyclec must depend on one of its neighbors, i.e., those cycles sharing at least

one state withc. Let Nc be the set of the neighbors ofc. Then, we obtain a cycle

dependency(c, Nc). If we know the maximal number of timesn that b can remain true

by only repeatingc, then we get a numerical dependency(n, c, Nc). In our example, we

obtain a numerical cycle dependency(3,C2 , {C1 ,C3}).
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• Given a boolean conditionb, let infl(b) be the set of variables that may influence the

value ofb within c. This set can be computed as follows: (1)var(b) ⊆ infl(b); and (2)

if x ∈ infl(b) and there is an assignmentx = e(y) in c wherey is a variable, then

y ∈ infl(b). Some cycles need to be executed to modify some variables ininfl(b) such

that b can regain the valuetrue. We call such cyclessupplementary cycles. Let scb be

the set of supplementary cycles that we determine with respect to the conditionb. We

obtain a cycle dependency(n, c, scb) or (c, scb).

1 proc de te rm ineSupp l e m en t a r yC yc le s ( c y c l e c , c o n d i t i o n b )

2 s e t [ c y c l e ] v i s i t e d , sc ={}

3 queue [ c y c l e ] open ={}

4 enqueue ( open , c )

5

6 whi le ( not empty ( open ) )

7 c ’ = dequeue ( open )

8 add c ’ to v i s i t e d

9 f o r each nc in n e i g h b o r s ( c ’ )

10 i f ( nc not in v i s i t e d ) and ( nc not in open )

11 then

12 i f ( hasNoE f fec t ( nc , b ) then enqueue ( open , nc )

13 e l s e

14 add nc to v i s i t e d

15 add nc to sc

16

17 re tu rn ( c , sc )

Fig. 6. An improved algorithm for determining supplementary cycles.

In general it is impossible to determine which cycles are supplementary. As an approx-

imating solution, we propose a breadth-first search based algorithm in search for potential

supplementary cycles as shown in Figure 6. The basic idea of the algorithm is described

as follows: In search for supplementary cycles forc with respect to the boolean condition

b, we start with allc’s neighbors. For each neighbornc, if we can determine thatnc has

absolutely no effect to render the value ofb to become true, then we exclude it from the set of

supplementary cyclessc. In this case, we need to further examine all unchecked neighbors

of nc for potential supplementary cycles. Otherwise, we includenc as a supplementary

cycle, without extending the search scope. The theory behind this algorithm makes use of

the concepts ofpreemptiveandpreemptedcycles that we discussed in detail in [48].
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In the above mentioned algorithm, we need to determine whichcycles have absolutely no

effects to makeb to be re-satisfied. This cannot be determined in general. While experimenting

with real life models, we observed that oftentimes a large number ofc’s neighbors share with

c the same sequence of code that modifies the variables ininfl(b). These particular neighbors

surely cannot makeb to be re-satisfied since they exert the same effect asc does, so they can

be excluded from the set of supplementary cycles. This is reflected in the example in Figure

5 where the cyclesC2 andC3 share the same code modifying the variablei. Therefore,C3

is not included in the computed set of supplementary cycles for C2. The checking of such

neighbors needs little extra effort, and often leads to a much more precise and compact set

of supplementary cycles as our experiments revealed. In theexample, the algorithm in Figure

6 returns the set of supplementary cycles forC2 with respect toi ≤ 2 as{C1}.

Deriving cycle dependencies from a globally determined condition statement needs to

consider the potential global influence from peer processes. In particular, the cycle may

no longer depend on its neighbors. More details regarding globally determined condition

statements can be found in [48], [72].

B. Refinement Using Cycle Dependencies

We show how to use cycle dependencies to determine the spuriousness of counterexamples

and how to refine abstractions. The basic idea of our abstraction refinement procedure is

as follows. Given a counterexample, we determine whether the counterexample violates

any cycle dependency that we have discovered, i.e., whetherthere is any cycle in the

counterexample such that all the cycles that it depends on are not in the same counterexample.

If this is the case, then the counterexample is certainly spurious. The discovered cycle

dependencies will also be encoded into a set or several sets of linear inequalities. Each

such set of inequalities is used to refine the original property checking ILP problem.

1) Spuriousness Determination:Given a counterexample consisting of cyclesc1, . . . , cn,

we determine cycle dependencies for each cycleci. For any cycle dependency(n, ci, S) or

(ci, S) that we arrive at, if none of the cyclesc1, . . . , cn is included inS, then we can conclude

that the counterexample is spurious. This is because the counterexample does not have those

cycles thatci depends on for an infinite number of executions.

2) Refinement Using Numerical Cycle Dependencies:Given a numerical cycle dependency

(n, ci, S), suppose thatci corresponds to a set of cycle effect vectorsEi, and their corre-

sponding variables in the property determination ILP problem are in the setXi. Furthermore,
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we assume that the cycles inS correspond to a set of effect vectorsES whose respective

variables in the property determination ILP problem form the setXS. Then, we can encode

the numerical dependency in the following linear inequality:

∑

xj∈Xi

xj ≤ n ·
∑

xk∈XS

xk (38)

As an example, consider the model in Figure 1. The livelock freedom test on the model

left us with a counterexample consisting of the only cyclec5 in the init process. The cycle

is terminating on the locally determined boolean conditioni < 2. Since it is the only cycle

in the init process, it has no other cycles to depend on. We obtain a numerical dependency

(2, c5, ∅). This shows the spuriousness of the counterexample, and results in the constraint

asx5 ≤ 0. Augmented with the new constraint, we obtain the followingrefined ILP problem

for determining livelock freedom:

x1 − x3 ≥ 0 (39)

x1 − x3 ≥ 0 (40)

x2 − x4 ≥ 0 (41)

x2 − x4 ≥ 0 (42)

−x1 + x3 ≥ 0 (43)

−x2 + x4 ≥ 0 (44)

x1 + x2 + x3 + x4 + x5 > 0 (45)

x1 = 0 (46)

xi ≥ 0 (47)

x5 ≤ 0 (48)

The solving of the above ILP problem leads to a new counterexample as{c2, c4} wherec2

is the only control flow cycle in the processclient(1) andc4 is the cycle in the server that

responds toclient(1) ’s request. Our cycle dependency analysis methods fail to determine

any dependencies for the cycles in the counterexample, which reflects the incompleteness of

these methods. This results in an “UNKNOWN” conclusion fromthe livelock freedom test.

By manual inspection, we can easily see that the counterexample is indeed real and reveals
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the livelocked scenario where the server decides to respondto client(1) only and ignores

any message sent fromclient(0) .

We show in the following that the above described refinement method preserves the

soundness of the property checking methods. We only prove here the case for the buffer

boundedness test. The argument for the livelock freedom test can be similarly obtained.

Theorem 3:Given a Promela system, if the boundedness test determines the system to be

bounded after a refinement using a numerical cycle dependency (m, c,D), then the system

is actually bounded.

Proof: Without loss of generality, we assume that the boundedness determination ILP

problem for a model without refinements is as follows

x1 · ē1 + · · ·+ xn · ēn > 0̄ (49)

Suppose thatc corresponds a set of effect vectorsEc, andEc correspond to the set of

variablesXc in the above ILP problem. Similarly, we assume that the cycles inD correspond

to the set of variablesXd in the above ILP problem. The refinement based on(m, c,D) then

results in the following ILP problem:

x1 · ē1 + · · ·+ xn · ēn > 0̄ (50)
∑

xi∈Xc

xi ≤ m
∑

xi∈Xd

xi (51)

Because buffer boundedness is proved for the model, the above ILP problem has no

solutions. Given any vector̄e, we now prove that (*) if the above ILP problem has no

solutions, then there exists a vectorb̄ such thatf(x1, . . . , xn) = ē +
∑n

i=1
xi · ēi ≥ 0 →

f(x1, . . . , xn) ≤ b̄ for all x1, . . . , xn where
∑

xi∈Xc
xi ≤ m

∑
xi∈Xd

xi. By contradiction,

we assume that there exists no bound. Then, according to the proof of Theorem 1, we can

construct a sequence of strictly increasing non-negative integer vectors〈c̄1, c̄2, . . . 〉 such that

f(c̄i) is also strictly increasing and the following is satisfied: Let Ic denote the set of indices

j such thatxj ∈ Xc, Id denote the set of indicesj such thatxj ∈ Xd. For anyc̄i, we have

that
∑

j∈Xc
c̄ji ≤ m

∑
j∈Xd

c̄ji . Now we select arbitrarily twōci and c̄j such that̄ci < c̄j. It is

easy to see that̄d = c̄j − c̄i has the property that
∑

j∈Xc
d̄j ≤ m

∑
j∈Xd

d̄j. Therefore,d̄ is a

solution to the ILP problem (50–51). This leads to a contradiction.

Now we start to prove the soundness of our refinement method. It suffices to prove that,

if the ILP problem above has no solutions, then the model is bounded with the following
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restriction: Everym times that the cyclec is repeated, some cycle inD is executed at least

once. By contradiction, we assume that the model is unbounded.

Any finite prefix of an execution of the model can be decomposedinto an acyclic part and a

cyclic part. Because there are only finitely many possible acyclic parts for execution prefixes,

there is an upper bound̄ba on the effect vectors generated by acyclic parts. Furthermore, the

cyclic part of an execution prefix can be decomposed into a linear combination of cycles.

Consider any finite execution prefixr in which c is executedi times and the cycles in

D are executedj times such thati > m · j. We decompose the cyclic part ofr into the

following two linear combinations of cycles: (1) a linear combination containingm · j times

of executions ofc, andj times of executions of some cycles fromD, and executions of other

cycles; and (2) a linear combination containing(i−m · j) times of executions ofc. Note that

(i−m · j) ≤ m because everym times thatc is repeated, one cycle inD has to be executed

at least once. Therefore, the effect vector of the second linear combination is bounded by

some vector̄b2. In the statement (*) above, let̄e = b̄a + b̄2, and we can see that the first

linear combination constructed fromr satisfies the condition
∑

xi∈Xc
xi ≤ m

∑
xi∈Xd

xi. We

denote bȳb1 the effect vector generated by the first linear combination.Then, b̄a + b̄2 + b̄1

is a buffer bound for any execution prefixr. Consequently, the model is bounded, which

contradicts the assumption.

Finally, it should be noted that the homogeneity of a property checking ILP problem is

preserved after it is augmented with any inequality representing a numerical cycle dependency.

3) Refinement Using Non-Numerical Cycle Dependencies:When we fail to determine

cycle iteration counts, we obtain only non-numerical cycledependencies. Unfortunately, such

dependencies can only be used to refine abstractions for the livelock freedom analysis but not

for the boundedness analysis [72]. The intuition is that a non-numerical cycle dependency

(c, S) has no bound on how many timesc can be repeated without any cycle in the setS to

be executed.

A non-numerical dependency(c, S) results in two alternative restrictions on the execution

of a model, namely (1) the cyclec is not repeated infinitely often, or (2)c is repeated infinitely

often and one of the cycles inS is also repeated infinitely often. These two possibilities lead

to two sets of inequalities. Suppose thatc corresponds to the set of variablesXc in the

livelock freedom determination ILP problem, and the cyclesin S correspond to the set of
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variablesXS. Then, we can encode the first possibility in the following set of inequalities:

∑

xi∈Xc

xi = 0 (52)

and the second possibility in

∑

xi∈Xc

xi > 0 (53)

∑

xi∈XS

xi > 0 (54)

Because an ILP problem is essentially a conjunction of linear inequalities and cannot

express disjunctions, we need to build two new ILP problems,each augmenting the original

ILP problem with one of the two sets above. In order to prove livelock freedom for the

original Promela model, we must show that both newly constructed ILP problems have no

solutions. As a consequence, each refinement using non-numerical dependencies doubles the

number of ILP problems that need to be solved. This may cause an exponential increase in

the number of livelock freedom determination ILP problems.

We show the soundness of the above refinement procedure in thefollowing.

Theorem 4:Given a Promela system, if the livelock freedom test determines the system

to be free of livelock after a refinement using a non-numerical cycle dependency(c,D), then

the system is actually free of livelock.

Proof: Without loss of generality, we assume that the livelock freedom determination

ILP problem for a model without refinements is as follows

x1 · ē1 + · · ·+ xn · ēn ≥ 0̄ (55)
n∑

i=1

xi > 0 (56)

∑

ei∈PCE

xi = 0 (57)

wherePCE is the effect vectors of the progress cycles.

Now assume that we use the cycle dependency(c,D) to refine the above ILP problem.

Suppose thatc corresponds a set of effect vectorsEc, andEc correspond to the set of variables

Xc in the above ILP problem. Similarly, we assume that the cycles in D correspond to the

set of variablesXd in the above ILP problem. The refinement based on the cycle dependency
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(c,D) then results in the following two ILP problems:

x1 · ē1 + · · ·+ xn · ēn ≥ 0̄ (58)
n∑

i=1

xi > 0 (59)

∑

ci∈PC

xi = 0 (60)

∑

xi∈Xc

xi = 0 (61)

and

x1 · ē1 + · · ·+ xn · ēn ≥ 0̄ (62)
n∑

i=1

xi > 0 (63)

∑

ci∈PC

xi = 0 (64)

∑

xi∈Xc

xi > 0 (65)

∑

xi∈Xd

xi > 0 (66)

Because livelock freedom is determined for the model, the two ILP problems above have

no solutions.

It suffices to prove that, if the two ILP problems above have nosolutions, then the model

is free of livelock with the restriction that ifc is executed infinitely often then some cycle

in D is also executed infinitely often. By contradiction, we assume that the model has a

livelocked executionr. So, after some point of runtimet0, no progress cycle is executed in

r. There are two possible cases forr as follows.

First, if after t0 the cycle c is executed at most a finite number of times, then there

exists another point of runtimet1 > t0 such thatc is no longer executed aftert1. Because all

processes in the model have a finite control flow structure, the infinite suffix ofr aftert1 must

contain an infinite number of configurations such that they agree on the local state of each

process. We order these configurations by their occurrence in r and obtain an infinite sequence

〈s1, s2, . . . 〉. Let eff (si) denote the effect vector that describes the number of messages of

each type atsi. Note that eacheff (si) is bounded below by the all-zero vector. Following

Lemma 1, there exist two configurationssi and sj such thati < j and eff (si) ≤ eff (sj).

The path betweensi andsj can be decomposed into a linear combination of cycles in which
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at least one cycle is executed and neitherc nor any progress cycle is executed. Apparently,

this linear combination is non-negative, which contradicts the fact that there is no solution

to the ILP problem (58–61).

Second, if aftert0 the cyclec and some cyclec′ ∈ D are executed infinitely often, then

we select arbitrarily a configurations1 at which one execution ofc is started. Afters1, we

may select another configurations2 such that (1)s1 ands2 agree on the local state of each

process; (2) another execution ofc is started ats2; and (3) betweens1 and s2 at least one

execution ofc′ is completed. This selection procedure can continue forever becausec and

c′ are executed infinitely often, which results in an infinite sequence〈s1, s2, . . . 〉. Similar to

the argument for the first case, there exist two configurations si and sj such thati < j and

eff (si) ≤ eff (sj). The path betweensi andsj can be decomposed into a linear combination

of cycles in whichc is executed, at least one cycle inD is executed, and no progress cycle

is executed. Apparently, this linear combination is non-negative, which contradicts the fact

that there is no solution to the ILP problem (62–66).

VIII. E XPERIMENTAL RESULTS

We implemented the checking of both buffer boundedness and livelock freedom for Promela

models in a fully automated prototype tool called Ciclo. It uses the open source linear

optimization toollp solveas its ILP solving engine [4]. All experiments were conducted on an

AMD Athlon 64 X2 Dual machine with 896MB memory. We used a broad range of models for

experimentation, including distributed applications, embedded systems, election algorithms,

consensus algorithms and communication protocols, as shown in Table II3. These models

contain many of the software architectural features that are typical for the domain that we

consider, such as dynamic concurrent processes and messagepassing based synchronization.

We hence believe that we are using an unbiased selection of models that allows for a

systematic experimental evaluation of our analysis approach. Many of these models possess

considerable size and complexity. As an example, theConwaymodel is among the smallest

and simplest models in our collection, whose boundedness was successfully proved by Ciclo.

However, its reachable global states are more than5.9e7, which is already too large for the

SPIN model checker to verify livelock freedom.

3The i-Protocol and Mobile Handover models were not subjected to our boundedness analysis because they use only

synchronous communication. We did not check livelock freedom for the CMDA-RLP and Sleep-Wakeup models since it

was difficult for us to identify proper progress transitionsin these two models.
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Model # Proctypes # Running Processes # Local States # Local Transitions # Buffers

CDMA-RLP [3] 2 2 174 228 3

Conway [9] 4 4 25 34 3

CORBA-GIOP [42] 5 8 126 156 12

Credit Recovery [9] 5 11 52 56 8

GARP [57] 7 8 84 141 10

HTTPR-Pull [62] 3 4 207 247 5

i-Protocol [25] 4 4 54 75 4

ITU-T [55] 7 12 190 243 38

Leader Election [7] 2 5 32 41 5

Mobile Handover [7] 6 6 49 62 7

MVCC [69] 6 9 69 83 14

Neilsen-Mizuno [9] 3 11 43 48 5

SIP [61] 5 Indef. 62 86 4

Sleep-Wakeup [6] 4 4 49 60 1

Snooping Cache [7] 7 7 131 189 14

Train Controller [5] 4 5 55 62 10

TABLE II

PROMELA MODELS (IN ALPHABETICAL ORDER).

A. Checking Buffer Boundedness

Model Result RunTime Runtime Runtime Runtime Runtime # Cycles # Effect # Message # ILP

(Sec.) Abstraction ILP Solving Refinement Buf. Est. Vectors Types Solved

Leader Election BOUNDED 0.58 0.13 0.03 - 0.39 8 62 20 6

Snooping Cache BOUNDED 1.81 0.41 0.05 - 1.28 104 104 36 15

CDMA-RLP BOUNDED 31.89 19.98 0.01 - 11.70 886 1772 4 3

Credit Recovery BOUNDED 0.19 0.05 0.09 0.03 - 5 14 10 4

Conway BOUNDED 0.42 0.05 0.2 0.17 - 12 24 7 5

SIP BOUNDED 2.44 1.63 0.28 - - 14 2187 34 1

Sleep-Wakeup UNKNOWN 0.14 0.05 0.03 0.05 - 17 17 1 1

MVCC UNKNOWN 1.05 0.11 0.19 0.61 - 19 41 30 4

Train Controller UNKNOWN 0.81 0.16 0.33 0.28 - 10 174 18 2

HTTPR-Pull UNKNOWN 0.97 0.3 0.13 0.42 - 39 46 7 3

ITU-T UNKNOWN 1.13 0.5 0.16 0.3 - 54 207 56 2

GARP UNKNOWN 1.36 0.19 0.36 0.66 - 51 94 19 6

CORBA-GIOP UNKNOWN 1.44 0.16 0.2 0.97 - 34 38 12 5

Neilsen-Mizuno UNKNOWN 4.05 1.01 2.05 0.67 - 8 781 55 3

TABLE III

EXPERIMENTAL DATA FOR CHECKING BUFFER BOUNDEDNESS USINGCICLO

Table III shows the experimental results and computationalperformance figures for check-

ing buffer boundedness using Ciclo. Notice that the runtimefor checking a model is not

directly correlated with the size of the model. Instead, it depends on further factors, such as (1)

how much time it needs to perform code abstraction; (2) how large the resulting boundedness

determination ILP problem is; (3) how many refinement iterations are taken; (4) how many
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cycle dependencies can be derived; and (5) the number of message buffers for which buffer

bounds need to be computed, among others. Consider the models “CDMA-RLP” and “ITU-

T” which have comparable sizes. The checking of the “CDMA-RLP” model took much

longer time than the checking of the “ITU-T” model. The reasons are the following: First,

the “CDMA-RLP” model contains much more control flow cycles for which summary effect

vectors need to be computed, which again involves costly statement and variable dependency

detection to rule out impossible combinations of message passing effects of the transitions

along a cycle. Second, buffer bound estimation for the “CDMA-RLP” model needs to solve

three ILP problems, each of which is much larger than the boundedness determination ILP

problem for the “ITU-T” model.

Model Runtime # Found # Found Spurious # Analyzed # Lines Of Constructed

Refinement Counterexamples Counterexamples Cycles Code Cycle Dependencies

Credit Recovery 0.03 1 1 1 6 1

Sleep-Wakeup 0.05 1 0 1 6 0

Conway 0.17 4 4 16 48 4

Train Controller 0.28 2 1 19 122 3

ITU-T 0.3 1 0 83 411 2

HTTPR-Pull 0.42 2 1 122 1514 2

MVCC 0.61 4 2 72 307 29

GARP 0.66 5 2 135 550 23

Neilsen-Mizuno 0.67 2 0 34 356 3

CORBA-GIOP 0.97 4 2 61 429 18

TABLE IV

REFINEMENT PERFORMANCE OFCICLO FOR BOUNDEDNESSTEST

Table IV shows that, during abstraction refinement, Ciclo scaled quite well with respect

to the number and the sizes of the cycles that it analyzed. Even though we can observe

that more analyzed cycles and lines of code result generallyin longer runtime, the refine-

ment performance also depends on other factors such as how many cycle dependencies are

constructed, or how large the analyzed cycles are on average.

To better illustrate the scalability of the Ciclo tool, we compare the runtime performance

of checking different versions of the same models, as shown in Table V. We observe, for

instance, that the runtime doubles when the number of running processes increases from 33

to 63 for the MVCC model. In the Leader Election model, when weincrease the number

of processes by a factor of 5 from 5 to 25, the runtime increases by a factor of 12.6.

When we double the number of processes from 25 to 50, the runtime increases by a factor

4.5. We believe that these numbers are consistent with the polynomial complexity results
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Model Version # Running # Buffer RunTime # Effect # Message # Counter- # Spurious # Detected Cycle

Processes (Sec.) Vectors Types examples Counterexamples Dependencies

Leader Election 5 processes 5 5 0.58 62 20 0 0 -

Leader Election 10 processes 10 10 1.45 122 40 0 0 -

Leader Election 15 processes 15 15 2.78 182 60 0 0 -

Leader Election 20 processes 20 20 4.66 242 80 0 0 -

Leader Election 25 processes 25 25 7.33 302 100 0 0 -

Leader Election 30 processes 30 30 10.58 362 120 0 0 -

Leader Election 35 processes 35 35 14.84 422 140 0 0 -

Leader Election 40 processes 40 40 20 482 160 0 0 -

Leader Election 45 processes 45 45 28.08 542 180 0 0 -

Leader Election 50 processes 50 50 33.53 602 200 0 0 -

MVCC 2 users 9 14 1.05 41 30 4 2 29

MVCC 4 users 15 24 1.25 69 54 4 2 29

MVCC 6 users 21 34 1.5 97 78 4 2 29

MVCC 8 users 27 44 1.34 125 102 4 3 15

MVCC 10 users 33 54 2.06 153 126 4 2 29

MVCC 12 users 39 64 2.38 181 150 4 2 29

MVCC 14 users 45 74 2.17 209 174 4 3 15

MVCC 16 users 51 84 3.22 237 198 4 3 29

MVCC 18 users 57 94 3.58 265 222 4 2 29

MVCC 20 users 63 104 4.09 293 246 4 2 30

TABLE V

COMPARISON OF THE RUNTIME PERFORMANCE FOR CHECKING BOUNDEDNESS FOR DIFFERENT VERSIONS OF MODELS.

obtained in Section IV-C. The runtime growth for the MVCC model is flatter than that of

the Leader Election model. This is because user proctype instances do not contribute to

unbounded behavior, and therefore the increase in the number of user instances has no effect

on the abstraction refinement procedure at all. This resultsin the same amount of runtime

for abstraction refinement for different versions of the model, which happens to take up a

large portion of the total runtime for each version.

As shown in Table III, six out of fourteen models were proved to be bounded by Ciclo,

and buffer bounds were estimated for three models. Most estimated buffer bounds are small

numbers and, as far as we can tell by manual inspection, closeto the actual bounds. For

instance, Ciclo determined that each buffer in the “Leader Election” model can contain no

more than 6 messages, while the actual bound was determined to be 5. For the other three

models whose boundedness was proved, Ciclo was not able to deliver approximate buffer

bounds because either abstraction refinement was used or therunning processes could not be

statically determined during the checking of these models.In these cases our buffer bound

estimation method was not able to give a proper upper bound onthe message passing effects

of all possible acyclic execution parts, and therefore failed to estimate buffer bounds.

Ciclo computed an “UNKNOWN” verdict for 8 models. We manually checked their coun-
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terexamples after no spuriousness could be determined by the tool. For the “Sleep-Wakeup”

and “MVCC” models, our inspection revealed that their counterexamples are real. For the 6

models appearing in the bottom section in Table III, none of the reported counterexamples

could be determined as real. In the case of the “GARP” model, the executability of a control

flow cycle is guarded by the emptiness of a message buffer. However, since we abstract

from activation conditions of cycles, our boundedness analysis is no longer able to test

buffer emptiness. This results in the failure of Ciclo to determine spuriousness of the last

counterexample that it found.

Table III highlights the importance of cycle dependency analysis to detect and rule out

spurious counterexamples. We found that most computed cycle dependencies are either

minimal, or precise enough for determining counterexamplespuriousness. As an example, in

the boundedness checking for the “MVCC” model Ciclo found a counterexample consisting

of a cycle that is executable only if theUpdater process is allowed to process inputs. This

is indicated by thetrue value of a flag variable calledcanProcessInput . The execution

of this cycle however sets the flag tofalse. While analyzing this counterexample, Ciclo

successfully detected a precise CCS for the above mentionedcycle, which contains the only

cycle that sets the flagcanProcessInput back totrue. This cycle dependency was then

used to rule out the counterexample in our example. However,we also noticed that our

cycle dependency detection method generated imprecise dependencies for some models and

consequently failed to refine the abstractions. As an example, the checking of the “HTTPR-

Pull” model reported a counterexample in which there is a cycle that is executable if the

process crash counter is not larger than 2. However, Ciclo constructed an imprecise CCS,

among which some cycles may even further increase the process crash counter. This coarse

cycle dependency could not help to rule out the spurious behavior in which the process crash

count is larger than 2 forever while the mentioned cycle in the counterexample can still be

repeated infinitely often.

Even if Ciclo returned ”UNKNOWN” in numerous cases, the factthat our analysis returns

diagnostic information in the form of counterexamples greatly helped in understanding poten-

tial threats to the unboundedness of the considered models.Further increasing the precision

of our analysis is an objective for future research.
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Model Result RunTime # ILPs # Counter- # Spurious # Detected Cycle SPIN Runtime # Visited Global

(Sec.) examples Counterexamples Dependencies States by SPIN

Credit Recovery LIVELOCK-FREE 0.17 2 1 1 1 9.67 sec. 1.3e6

Conway LIVELOCK-FREE 0.42 5 4 4 4 >> 13 hours >> 5.9e7

MVCC LIVELOCK-FREE 0.81 4 3 3 3 4.88 sec. 780580

GARP LIVELOCK-FREE 1.71 6 5 5 5 204 sec. 1.1e6

Mobile Handover UNKNOWN 0.28 2 1 0 1 0.015 sec. 43

Snooping Cache UNKNOWN 2.17 4 4 3 3 0.016 sec. 32

Leader Election UNKNOWN 0.55 2 1 0 1 - -

Train Controller UNKNOWN 0.58 2 2 1 1 - -

i-Protocol UNKNOWN 0.53 5 4 1 4 - -

ITU-T UNKNOWN 0.73 1 1 0 0 - -

CORBA-GIOP UNKNOWN 2.02 4 3 2 3 - -

Neilsen-Mizuno UNKNOWN 2.19 2 2 1 1 - -

SIP UNKNOWN 4.33 3 2 0 2 - -

HTTPR-Pull UNKNOWN 3.67 5 4 2 4 - -

TABLE VI

EXPERIMENTAL DATA FOR CHECKING LIVELOCK FREEDOM USINGCICLO

B. Checking Livelock Freedom

Table VI shows the experimental results of checking livelock freedom using Ciclo. We

compare the runtime performance of Ciclo and the SPIN model checker for checking livelock

freedom for the first six models in Table VI. For the four models whose livelock freedom

was proved by Ciclo, SPIN either took much longer time to prove the property or, in case of

the “Conway” model, did not reach any conclusion after running for more than 13 hours. As

another example, when we increased the number of user processes from 2 to 4 in the “MVCC”

model, SPIN could not finish the checking after 1 hour before we ran out of patience and

terminated the model checker. For the models “Mobile Handover” and “Snooping Cache”

we were able to establish manually, based on the counterexamples provided by Ciclo, that

they were indeed livelocked. This was confirmed by SPIN, and interestingly in these cases

SPIN took a lot less runtime to produce the proof by model checking than it took Ciclo to

compute counterexamples. For the final group of eight protocols we were unable to establish

manually whether these models were actually livelocked, and we therefore did not perform

a systematic experimental comparison with SPIN. However, for the “i-Protocol” SPIN can

prove livelock freedom in a fraction of a second while Ciclo failed after not being able to

determine spuriousness for some counterexamples that it constructed. Note that the difference

of the columns “Counterexamples” and “Spurious Counterexamples” gives the number of

counterexamples that could not be proven spurious, and hence at the potential for improving

the counterexample refinement procedure that we use.
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The imprecision of our livelock freedom analysis reflects the coarseness of our code

abstraction and cycle dependency determination techniques, which need to be improved in

future work. The experimental results show that Ciclo can beused as a complementary tool

to the SPIN model checker for the checking of livelock freedom, especially when the model

being checked is too large for SPIN to reach conclusion within a reasonable amount of time.

IX. CONCLUSION

We have presented a property checking framework for buffer boundedness and livelock

freedom analysis applicable to infinite state asynchronousreactive systems given as Promela

models. Since these two properties are undecidable for infinite state systems, the property

checking methods that we proposed are inevitably incomplete. We proposed an automated, in-

complete abstraction refinement method in order to remove some of the imprecision obtained

from the coarseness of the abstraction. The refinement relies on detecting the spuriousness

of counterexamples by using static code analysis followed by an exclusion of spurious

counterexamples from the solution space.

We have performed an extensive experimental evaluation of our property checking frame-

work. The application of our framework to Promela models hasbeen fully automated, which

is an important precondition for adoption in practical software development processes.

The experimental results show that for both properties, ourchecking method scales well.

When increasing concurrency in the model, while state spaceexploring methods would see

an exponential runtime increase, our the method performs polynomially. Our experiments

also illustrate the strengths and weaknesses of the automated abstraction refinement that we

have proposed. Finally, we have seen that in the case of livelock freedom checking, our

property checking approach can outperform model checking.In particular it can provide

answers where finite state verification tools will run out of memory or take too long to return

an answer.

Next to the technicalities of the proposed property checking framework a major contribution

of this paper lies in showing that efficient property checking methods can be obtained by

devising property specific abstractions in combination with efficient checking procedures on

the chosen abstraction. This is a deviation from mainstreamsystem verification approaches

that often support much more general property specificationmethods. We are trading this

generality against efficiency in the property checking process.
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We are currently working on extending our property checkingmethod in the following

ways:

• We wish to detect more types of dependencies in the models, e.g., dependencies between

the acyclic and the cyclic part of an execution.

• We will add capabilities to detect that a counterexample is not spurious, for instance

by searching the state space for a possible counterexample execution, or by using the

sufficient condition for unboundedness proposed in [41].

• We plan to develop automated analysis of UML RT models by incorporating analysis

methods such as slicing [70], value analysis [22] and constant propagation [71].

• Finally, we will investigate how to apply our property checking approach to more general

system properties, for instance by incorporating ideas from the state equation technique

from [17].
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