Course Objectives: 
Introduction to Cryptography has the following purposes: 

· Give a mathematical background on cryptography, 

· Learn the details of encryption and decryption, 

· Learn well known cryptographic algorithms.

Text Book
· Cryptography and Network Security , Stallings W. , 4th Edition, Prentice Hall, 2006 

Introduction 

· History 

· Security Trends 

· The OSI Security Architecture 

Security & Classical Encryption Techniques 

· Security Attacks 

· Security Services 

· A Model for Network Security 

· Symmetric Cipher Model 

Substitution Techniques

· Caesar Cipher 

· Monoalphabetic Ciphers 

· Playfair Cipher 

· One-Time Pad 

Transposition Techniques

· Rail Fence Technique 

Polyalphabetic Ciphers -> Vigenere Cipher
· Affine Cipher 

· Vigenere Cipher 

· Hill Cipher

Block Ciphers and Simplified Data Encryption Standard

· Block Cipher Principles 

The Data Encryption Standard

· The Data Encryption Standard 

· The Strength of DES 

· DES Modes  

· Double DES 

· Triple DES 

· RC4 

Advanced Encryption Standard

· Evaluation Criteria for AES 

· The AES Cipher 

Confidentiality Using Symmetric Encryption
· Placement of Encryption Function
· Traffic Confidentiality 

· Key Distribution  

Key Distribution

· Key Distribution 

· Random Number Generation 

· Linear Congruential Generators 

· Cryptographically Generated Random Numbers 

· Blum Blum Shub Generator

Public Key Encryption

· Public-Key Cryptosystems 

· Public-Key Cryptanalysis 

RSA

· Description of RSA 

· The Security of RSA 

Key Management: Other Public-Key Cryptosystems

· Key Management 

· Diffie-Hellman Key Exchange 

Authentication Functions
